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Introduction

The E-center consists of collection of the loosely coupled applications. The Anomaly Detection Service 
is designed for detecting anomalies in the data collected through the perfSONAR-PS service and it is 
designed to work with the DRS E-center service, which retrieves and caches the measurement data.

The ADS implements a number of detectors for anomalies. The  list of detectors currently implemented 
are:

1. Adaptive Plateau Detector: Adapts the sensitivity of the plateau detector 
2. Static Plateau Detector: Plateau detector with static sensitivity

The ADS service is implemented as REST webservice with GET and POST HTTP operations 
supported. The list of supported response formats include JSON, XML,  YAML but JSON is preferred.
The only supported format for the data string request is JSON.
 

ADS parameters explanation

1.  Sensitivity  specifies the magnitude of plateau change that may result in an anomaly event. 
Suggested range of s is 2 to 4. In the static plateau detector type (SPD), s is set to a default value of 2. 
In the adaptive plateau detector type (APD), s value automatically varies based on the time series 
measurement data characteristics.



2. Summary Window Count (swc) is the number of recent measurements samples to be stored into the 
“summary buffer”; mean value of the measurement samples in swc is characterized as the network 
health norm for the path. Suggested range of swc is 21 to 50. In SPD, swc is set to a default value of 
21. In APD, swc value is dependent on the sampling resolution, and as a rule-of-thumb based on 
empirical observations, swc=~2% of sampling resolution.
3. Summary Buffer Thresholds (elevation1) are the +/- percentage values of the summary buffer 
thresholds in the trigger elevated state of APD and SPD. These thresholds avoid repeated triggering of 
already detected anomaly events. Suggested range of elevation1 is 0.1 to 0.2.
4. Quarantine Buffer Thresholds (elevation2) are the +/- percentage values of the quarantine buffer 
thresholds in the trigger elevated state of APD and SPD. Suggested range of elevation1 is 0.2 to 0.4.

ADS  Analysis  Request

ecenter_server_hostname := <hostname of the ECenter data service>;
ipv4 := <ipv4 address, dotted>;
datetime := < YYYYMMDD%20hh:mm:ss >;
data_type :=’/’, [’bwctl’|’owamp’];
response_format := [‘.json’];
detector_type=[‘apd’|’spd’];
data_request := <JSON encoded response from the DRS which can be supplied as data string>;
detection_request := ‘ GET http://’, ecenter_server_hostname , ‘/ads/’,
detector_type, response_format, ‘?’,'data_type=', data_type,
('&data=',data_request,)?
, (‘&sensitivity=’,integer)?,(‘&elevation1=’,float]?, (‘&elevation2=’,float)?, (‘&swc=’,integer)?,
[‘src_ip=’, ipv4|’src_hub=’,string],’&’, [
‘dst_ip=’, ipv4|’dst_hub=’,string], (‘&start=’, datetime)?, (‘&end=’,
datetime)?,(‘&resolution=’,integer)?,(‘&timeout=’,integer)?;

Detector specific parameters for APD and SPD:
detector_type has option of 'spd' or 'apd' to determine the algorithm to us
elevation1/elevation2 is in the scale of percentage. 
swc stands for summary window count.
All the parameters for analysis (i.e.  sensitivity, elevation1, elevation2, swc) are optional.
The data parameter is optional but it will be used over the supplied DRS parameters. If you want to get 
data from the DRS then do not use this parameter but supply start,end,src_hub(ip)/dst_hub(ip) 
instead. The ADS will analyse owamp or bwctl data for each source/destination pair of IPS separately 
and return results accordingly, see below.

Example of ADS Analysis request:

GET http://ecenter.fnal.gov:9055/ads/spd.json?sensitivity=2&elevation1=20&data_type=owamp&
src_ip=131.243.24.11&dst_ip=198.32.44.130&start=2010-06-05 06:01:02&end=2010-06-05 07:02:01 

ADS Analysis results Response



The query response will   return the anomalous data only.
Responser  is formatted as:

number := float|integer;
parameters:= { ['metaid:'|'src_hub:'|'dst_hub']+,':',string }+, { [ 'plateau_size', 'swc', 'sensitivity', 
'elevation1','elevation2' ],':', number,','}+;

src_ip := ipv4;
dst_ip := ipv4;
status_data := ['critical'|'warning'],': {', { timestamp,': {','anomaly_type: ', ['plateau'|'other'], ', 
value: ', number,'}'  }+  
status := 'OK'|status_data;
 response :=   { src_ip,': { dst_ip,': {', parameters, 'status:',   status, '} }' }*; 

Below is an example of the ADS  response:
 {

192.12.15.23: {
134.79.104.209: {
      src_hub: "BNL",
      dst_hub: "SLAC",
      metaid: "1234",

sensitivity: 2,
status: "OK",
elevation1: 0.2,
elevation2: 0.4,
plateau_size: "7",
swc: 20,

}
},
134.79.104.209: {

192.12.15.23: { 
      src_hub:  "SLAC",
      dst_hub: "BNL",
      metaid: "123434",
    sensitivity: 2,
    status: {

critical: {
1304479767: {

anomaly_type: "plateau",
value: 730181000,

}
},
warning: {

1304472510: {
anomaly_type: "plateau",
value: 301539000,

}
}

},
elevation1: 0.2,
elevation2: 0.4,
plateau_size: "7",
swc: 20,

}
}



}

ADS  Anomalies  Request

ecenter_server_hostname := <hostname of the ECenter data service>;
ipv4 := <ipv4 address, dotted>;
datetime := < YYYYMMDD%20hh:mm:ss >;
data_type :=’/’, [’bwctl’|’owamp’];
response_format := [‘.json’];  
domain_request := ‘ GET http://’, ecenter_server_hostname , ‘/ads/anomalies’,
response_format, ‘?’,'data_type=', data_type,  
[‘src_ip=’, ipv4|’src_hub=’,string],’&’, [
‘dst_ip=’, ipv4|’dst_hub=’,string], (‘&start=’, datetime)?, (‘&end=’,
datetime)?;

All the parameters for analysis  are optional except src_hub or src_ip which must be provided.
The default value for the start is a week ago for bwctl and an hour ago for the owamp. The end 
parameter  will be set to the current time by default.  If data_type parameter is not provided then it will 
search for owamp and bwctl data types.

Example of ADS Anomalies request:

GET http://ecenter.fnal.gov:9055/ads/anomalies.json?data_type=owamp&
src_hub=SLACstart=20100605 06:01:02&end=20100605 07:02:01 

ADS Anomalies Response

The query response will   return the next data structure  formatted as:

number := float|integer;
parameters:= { ['metaid:'|'src_hub:'|'dst_hub']+,':',string,',' }+,  'value:', number,',', 
                       'data_type:',['owamp'|'bwctl'],',', {['start'|'end'],':',timestamp,','}+,
                       'anomaly_status:',['warning'|'critical'],',' , 'anomaly_type:', ['plateau'|'other'];
src_ip := ipv4;
dst_ip := ipv4;
 response :=   { src_ip,': { dst_ip,': {',  { timestamp, ': {' ,  parameters  ' }' }+, '}' }+, }+ ; 

Below is an example of the ADS anomalies  response:
 
      134.79.104.208: {
         198.124.238.49: {
                1308955552: {metaid: "145",

value: "0.0426774",
anomaly_status: "warning",
end: "1309361634",
src_hub: "SLAC",



data_type: "owamp",
anomaly_type: "plateau",
dst_hub: "BNL",
start: "1308841809",
}
,

                    1308955612: {
metaid: "145",
value: "0.0425396",
anomaly_status: "warning",
end: "1309361634",
src_hub: "SLAC",
data_type: "owamp",
anomaly_type: "plateau",
dst_hub: "BNL",
start: "1308841809",
}

                          }
                       }
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